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LAW AND WAR IN THE VIRTUAL ERA

ByJackM Beard*

Since the first attempts by states to use law to regulate armed conflict, legal constraints have
often failed to protect civilians from the adverse effects of war. Advances in military technology
have usually not improved this situation and have instead made law even more distant and less
relevant to the suffering of civilians in wartime.1 The massive, indiscriminate incendiary
bombing campaigns against major urban areas in World War II spoke volumes about the irrel-
evance of fundamental legal principles and rules designed to protect civilian populations in
wartime. Law and lawyers were in fact far removed, physically and operationally, from the
cockpits of the United States bombers flying over Tokyo, whose aircrews were focused on sur-
viving their missions. They struggled with limited information about their assigned targets and
conducted their operations with rudimentary preflight instructions that directed them, for
example, to avoid destroying the palace of the Japanese emperor but left them free to submerge
entire residential areas of the city in a sea of flames.

Fifty-six years after the war with Japan, the United States began a military campaign against
a new enemy, the Taliban regime in Afghanistan. In contrast to World War II and the human
aircrews over Japan, this war on its first night found a robot, the Predator MX- 1 (an unmanned
aerial vehicle, or UAV), surveilling the roads leading out of that country's capital city, Kabul.
The Predator was equipped with missiles that could be fired by a crew thousands of miles away
in the United States controlling the vehicle via a satellite link. It appeared to have an oppor-
tunity to kill the fleeing leader of the Taliban regime, Mullah Omar, together with his closest
cohorts. The legal office at the U.S. Central Command (CENTCOM) reportedly raised various
concerns about the air strike, including the likelihood that it would cause excessive civilian
casualties, and the attack was aborted.2

The aborted 2001 Predator attack over Kabul involved a previously unimaginable level of
safety for the faraway crew conducting the attack, an aircraft that could "loiter" over targets

* Professorial Lecturer, UCLA School of Law; former Associate Deputy General Counsel (International Affairs),
Department of Defense. The author was also assigned as a Lieutenant Colonel in the U.S. Army Reserve to the
International and Operational Law Division, Office of The Judge Advocate General, Department of the Army.
He greatly appreciates comments by David Koplow and Stephen Yeazell on earlier drafts and also thanks
Daniel Laidman for research assistance.

' For example, long-range artillery, aircraft, and missiles each dramatically expanded the battlefield and in so
doing threatened ever-increasing numbers of civilians, greatly complicating compliance with practices or rules
obliging military forces to distinguish combatants from noncombatants.

2 See REBECCA GRANT, THE AFGHAN AIR WAR 17 (Air Force Association Special Report, 2002), available at
http://www.afa.org/media/reports/afghanbook/Afghanbk.pdf; Evan Thomas & Daniel Klaidman, The Battle
Within, NEWSWEEK, Sept. 15,2003, at 40; Seymour Hersh, King's Ransom: How VulnerableAre the Saudi Royals?
NEWYORKER, Oct. 22,2001, at 35. Ultimately, the decision whether the convoy could be fired upon by the CIA-
operated Predator had to be made by the commander in chiefofCENTCOM, as advised by CENTCOM Judge Advo-
cate General officers.
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unimpeded by the limits of human pilots, and an extraordinary level of legal review for an air
strike in progress. The attack thus demonstrates several key aspects of a new era of warfare made
possible by recent advances in remotely controlled or semiautomated "virtual" military tech-
nologies.3 This article examines the way these virtual technologies are purposely expanding
important military capabilities while unintentionally transforming modern military opera-
tions, military information resources, the structure of military organizations, and the role of

lawyers within these organizations. Unanticipated applications of virtual military capabilities
are creating unprecedented levels of transparency and are unexpectedly making international
law more relevant than ever to armed conflicts. This new relevance especially bears on long-
ignored or easily manipulated legal principles and rules that bar attacks on legitimate military
targets if those attacks are likely to result in excessive or disproportionate civilian casualties.
Such principles and rules are now gaining unheard-of traction and renewed meaning as the
new-and very real-virtual era dawns.

Part I of this article briefly examines the rise of virtual military technologies and assesses their
transformational extrahuman capabilities, which now enable military forces to conduct "per-
sistent surveillance." Part II describes the transformational aspects of "virtual distance" asso-
ciated with these new technologies and contrasts them with the characteristics of conventional
notions of distance associated with manned militaryvehicles and platforms. This part next ana-
lyzes the way these virtual technologies are intentionally changing warfare while their infor-
mational capabilities and other attributes are unintentionally changing the missions and oper-

ations of military forces and the structure and culture of military institutions. The importance
of these new technologies ultimately extends beyond new missions and capabilities to encom-
pass fundamental changes in hierarchical military structures and even the definition of victory
in war itself.

Part III examines how the extrahuman capabilities of virtual technologies and aspects ofvir-
tual distance in weaponry are unexpectedly revitalizing keyjus in bello principles of the law of
war4 that protect civilians from the effects of hostilities, facilitating their emergence as more
serious constraints on military operations. Part III also shows how this new "law of virtual war"

3 While the term "virtual" was once used in common parlance only to describe something imaginary-and in
the military context has often been associated with computer-simulated war games or simulated "virtual reality"
training techniques-it is now increasingly used as well to encompass and describe a wide variety of technologically
assisted remote operations of real activities. The new era of virtual offices and classrooms, in which humans work
on projects by proxy or at a distance, and virtual equipment, such as fences that function through networks of tower-
mounted sensors and surveillance gear, can now appropriately be said to include military operations that rely on
a growing assortment ofvehicles, platforms, and weapons controlled, managed, and directed by personnel at distant
sites. For purposes of this article, "virtual military technologies" comprise nonexpendable and remotely controlled
or semiautonomous weapons systems, robots, naval craft, and ground and aerial vehicles. They do not include bal-
listic or semiballistic missiles, cruise missiles, artillery projectiles, and precision-guided munitions (which are also
excluded from the definition of "UAVs" by the U.S. military).

4Jus in bello refers to that part of the law of war governing the conduct of armed conflicts. In its modern
form, the law of war can also be referred to as the "law of armed conflict" and "international humanitarian law."
U.S. law, such as the Uniform Code of Military Justice, contains important references to the law of war,
ensuring that this older term will continue to require the attention of scholars who will interpret it consistently
with growing commentary linked to the more contemporary term "international humanitarian law." The Supreme
Court, when forced to opine on the subject, has concluded that the term "law of war" includes at a minimum "the
four Geneva Conventions signed in 1949," and must be read consistently with the "rules and precepts of the law
of nations" as applied in Exparte Quirin, 317 U.S. 1, 28 (1942). See Hamdan v. Rumsfeld, 548 U.S. 557, 613
(2006).

[Vol. 103:409
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continues to be informed by the increasingly common fusion of human and machine in sophis-
ticated weapons systems and how these advanced technologies are adding new responsibilities

to the duty to take precautionary measures. Part IV concludes with some observations on the

future of virtual military technologies and the law of war.

I. THE DAWN OF THE VIRTUAL ERA

The Relentless Pursuit ofNew Military Technology and Its Unintended Consequences

Historically, the possibility that conflicts between states will be conducted by force has led
to intense competition by states "in the arts and the instruments of force."'5 It is thus not sur-
prising that the most industrialized countries have been preoccupied, especially since 1939,

with achieving military-technological improvements and have devoted enormous amounts of
funding to military-related research-and-development projects.' It is in this context that some

scholars suggest that military science has mobilized society, as seen by the way that military
projects and a military-related agenda dominate the work of engineers and scientists, partic-

ularly in the United States.'
The U.S. military-technological experience represents a consistent, but exaggerated, vari-

ation of historical trends in this area, as Americans have displayed an almost boundless con-
fidence in the power of science and technology to promote "progress" and have tended to trust
in the power of military technology to translate into success in war.' This fundamental belief

in the power of military-technological achievements does not mean, however, that decision

makers in the United States--or in any other industrialized country-feel compelled to give
careful consideration to the overall ramifications of such achievements before pursuing them.
Technological advances can actually occur with little deliberation about their long-term con-

sequences, and the implications of all the potential applications of new weapons systems may
therefore be largely unforeseen.9 The relentless pursuit of new military technology, in conjunc-
tion with the militarization of science in modern society, also means that scientific and tech-

nological developments are now more likely than ever to be quickly applied to warfare.'" This

KENNETH N. WALTZ, THEORY OF INTERNATIONAL POLITICS 127 (1979). This competition is heightened
by the inherently relative nature of military power and the high-stakes security environment, which makes states
believe that there is little room left for error. See RobertJervis, Security Regimes, in INTERNATIONAL REGIMES 173,
173-74 (Stephen D. Krasner ed., 1983).

6 See Donald A. MacKenzie & Judy Wajcman, Introduction to pt. 4, Technological Determinism and Weaponry,

in SOCIAL SHAPING OF TECHNOLOGY 343 (Donald A. MacKenzie & Judy Wajcman eds., 2d ed. 1999).
7 CHRIS H. GRAY, POSTMODERN WAR: THE NEW POLITICS OF CONFLICT 231 (1997) (noting that as many

as half of all engineers and scientists in the United States are working for the military or on military problems, or
otherwise working in accord with military priorities).

8 See, e.g., Evan Thomas & John Barry, War's New Science, NEWSWEEK, Feb. 18, 1991, at 38 ("Americans have

always looked to science for their answers, in war as in everything else."). Some have suggested that the U.S. attach-
ment to new military technology even borders on "technophilia." Eg., MANUEL DE LANDA, WAR IN THE AGE
OF INTELLIGENT MACHINES 29, 225 (1991).

9 Such unintended consequences may arise in a variety of contexts, including the proliferation of new weapons
in the hands of enemy states or nonstate actors, resulting changes in the ways wars are waged, commercial spin-offs
of technologies that were once monopolized by the military, and unforeseen applications of new technologies.

'o This phenomenon stands in contrast to the less prominent role that science played in warfare in some earlier

societies. See, e.g., GRAY, supra note 7, at 231 (noting that wheels were used on toys for hundreds of years before
they were used on chariots and that gunpowder was used for fireworks in China long before it was used to revo-
lutionize warfare).
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rapid deployment of new military technologies increases the possibility that scientific and tech-
nological advances may ironically yield results that ultimately diminish, rather than enhance,
the power of states seeking military advantage through the acquisition of these weapons
systems.

The Road to Virtual Weapons Systems

Driven by various institutional, strategic, monetary, and practical objectives (and not
mainly by humanitarian considerations), the U.S. military has long endeavored to achieve
more accurate bombing capabilities." These efforts led to the development and deployment
of a variety of precision-guided munitions (PGMs) that became prominent in the Persian Gulf
war of 1991. The introduction of PGMs and other "high-tech" weapons intensified the search
for new technology to obtain more and better supporting intelligence, surveillance, and recon-
naissance (ISR) data for targeting. In the security environment that followed the events of
September 11, 2001, new U.S. strategic priorities further emphasized the need for expanded
ISR capabilities, particularly to realize the key operational goal of" [d] eny[ing] enemies sanc-
tuary by developing capabilities for persistent surveillance, tracking, and rapid engagement." 12

Unlike conventional ISR missions, "persistent surveillance" entailed the systematic, sustained,
and real-time observation of many different areas, places, persons, and things. 13 These new
information requirements called for new technological solutions.14 UAVs, which had seen
only limited use before 9/11,15 emerged as the key technological enabler for meeting the critical
persistent surveillance requirement.16

Although UAVs that now provide previously unimaginable amounts of data were deployed
on a very limited or experimental basis less than ten years ago, they have become an integral
part of U.S. military operations and are increasingly being produced, deployed, and in many

" A bomb that could improve the likelihood of achieving a one-shot, one-kill ratio not only would be a bargain,
but also would increase the capability to destroy hard targets and reduce the number of sorties required for any one
mission. It would further mean that weapons could be released from safer distances and altitudes. See STEPHEN
BUDIANSKY, AIR POWER: THE MEN, MACHINES, AND IDEAS THAT REVOLUTIONIZED WAR, FROM KTTY
HAWKTO GULF WAR II 408-09 (2004).

12 DONALD H. RUMSFELD, 2002 ANNUAL REPORT TO THE PRESIDENT AND THE CONGRESS 3, available
at http://www.dod.gov/execsec/adr2002/index.htm.

13 Robert K. Ackerman, Persistent Surveillance Comes into View, SIGNAL MAG., May 2002, at 18 (quoting a
senior official in the Department of Defense on how persistent surveillance highlights the difference between the
information needs of the intelligence community (which may be inclined toward "every so often") and those of the
military (which generally is looking for "whatever 'now' is defined as")).

14 While satellites are adequate for certain intelligence purposes, they provide coverage of specific locations for
intermittent periods only. U-2 spy planes and other manned high-altitude aircraft provide more extended surveil-
lance coverage but are limited by the risks they pose to pilots and human limits that constrain the number and length
of required missions.

" Israel demonstrated how UAVs could perform critical and dangerous ISR missions by using them in 1982 to
identify Syrian antiaircraft batteries and monitor Syrian airfields. BUDIANSKY, supra note 11, at 404-05. Limited
U.S. deployments of UAVs over Bosnia in 1995 and in the Kosovo conflict in 1999 further demonstrated these
capabilities.

16 Ackerman, supra note 13, at 18. A growing array of UAVs is making this requirement a reality. For example,
the Predator has been supplemented by the RQ-4A Global Hawk, which can operate at higher altitudes, remain
aloft for up to thirty-six hours, and survey an area of forty thousand square miles using high-resolution Synthetic
Aperture Radar and electro-optical/infrared sensors. See Global Hawk to Fly over Canada in January, AEROSPACE
DAILY & DEF. REP., Dec. 15, 1999.
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cases exported by a growing number of other states. 17 The use of such virtual military tech-
nology continues to grow at an astounding pace; the scope of unmanned missions and capa-
bilities keeps on expanding; and the worldwide demand for UAVs, led by the United States,
is dramatically rising each year.18 The ability of UAVs to linger over targets for extended peri-
ods of time in perilous conditions illustrates one of the reasons for the attractiveness of virtual
technologies to military planners in the United States and elsewhere: they give the human oper-
ator a virtual working environment while they perform the dirty, dull, or dangerous missions. 9

Virtual technologies that can engage in such missions are not limited to UAVs, but also encom-
pass new and varied land and sea applications designed to support key emerging missions, such
as the detection and disarming of roadside explosive devices in Iraq and Afghanistan by
unmanned ground vehicles and robots.2" The U.S. Congress in particular has been eager to
sustain and advance this conversion to virtual technologies, and in 2001 mandated that a full
third of essential U.S. military aircraft and ground combat vehicles be unmanned by 2015.21

These weapons systems, especially UAVs, are playing an increasingly significant role in the mil-
itary operations of more and more countries.2 2

II. THE EFFECT OF VIRTUAL TECHNOLOGIES ON MILITARY OPERATIONS

AND INSTITUTIONS

Although virtual military technologies are ideally suited for so-called dirty, dull, or danger-
ous missions, two more fundamental dimensions or aspects of these technologies help explain
their transformational effects on military institutions, military operations, and the law of war:
the new "virtual distance" that they create between humans and the battlefield, and their new
virtual "extrahuman" capabilities. The U.S. military planned to use these two aspects of virtual
weapons systems to obtain both unprecedented quantities and types of ISR data for targeting,

'7 See J. R. Wilson, UA V Worldwide Roundup 2009, AEROSPACE AMERICA, Apr. 2009, at 30, 30 ("The pro-
liferation of UAVs continues to accelerate, with a growing number of companies, countries, and innovative designs
entering the market."). As early as 2005, at least forty-one countries were operating eighty models of UAVs. OFFICE
OF THE SECRETARY OF DEFENSE, UNMANNED AIRCRAFT SYSTEMS ROADMAP, 2005-2030, at 38 (2005).

IS While the United States leads the market in research and development, production, and spending, European
and Asian investment in UAVs is rapidly growing. See Larry Dickerson, New Respectfor UAVs, AVIATION WK. &
SPACE TECH., Jan. 26, 2009, at 94. The United Kingdom, France, and Germany lead Europe in this field, with
over ninety different aircraft or variants, from some thirty manufacturers. UAV programs are also under way in
many countries in Asia, including China, India, Japan, South Korea, Malaysia, Singapore, and Taiwan. "Israel
remains one of the world's major UAV suppliers .... J. R. Wilson, UA VWorldwide Roundup-2005, AEROSPACE
AMERICA, Sept. 2005, at 26, 29.

19 OFFICE OF THE SECRETARY OF DEFENSE, supra note 17, at 1-2.
20 Ramon Lopez, Foiling Bombs and Bad Guys, DEF. TECH. INT'L, Dec. 1, 2007, at 30 (noting that from 2004

to 2006, unmanned ground vehicles/robots increased from 160 to 4000 in Iraq and Afghanistan, performing nearly
30,000 explosive ordnance disposal missions and neutralizing more than 11,000 improvised explosive devices in
2006 alone).

21 Section 220(a) of the National Defense Authorization Act, Fiscal Year 2001, Pub. L. No. 106-398, 114 Stat.

1654, 1654A-38 (2000), states that by 2010, one-third of the aircraft in the operational deep strike force should
be unmanned, and that by 2015, one-third of the army's Future Combat Systems' operational ground combat vehi-
cles should be unmanned.

22 For example, Israel made significant use of UAVs against Hezbollah in the 2006 fighting in southern Lebanon;

Georgia used UAVs in the 2008 Russo-Georgian conflict to monitor the activities of separatist forces and provide
targeting data for Georgian artillery units; and Iran has a growing inventory of UAVs and has apparently been using
some of them over Iraq. See Dickerson, supra note 18; Ned Parker, U.S. Says It DownedIran Drone over Iraq, L.A.
TIMES, Mar. 17, 2009, at A23.
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